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Questions about WM Keeper Classic

@

Q : More about Operation Confirmations 2
«Confirm Operation» option aims to lower incorrect funds transfer risks. To confirm
an operation you would need to enter randomly generated symbols.

§ dumid) Oldas e Wbl t
o] ] i g Ly i3 ($s - donmmo s &y JIsadl JB5 blie (a doll ] Bag sbs 05 Bls o kemial delos
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Q : More about activating WebMoney Keeper Classic 2
WebMoney Keeper Classic Activation - is an additional security feature that protects
from unauthorized access to your Purses.
If you enable this option, WebMoney Keeper Classic will be activated each time you
connect to Certification Server.
In case WebMoney Keeper has not been activated by the Server, an activation code
will be sent to the e-mail, indicated during registration in WebMoney Transfer.
To activate WM Keeper, please enter the activation code on Security and
Authorization service page in section «Activation».
When WebMoney Keeper is not activated, funds cannot be taken out of the Purses
and personal data cannot be changed!

Important! In the «About» tab always indicate existing e-mail!
Otherwise you will never receive activation code.
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Q : WMKeeper is not connected to the server. Check your internet
connection 2

l

§ oyl Wlasl go 3 Of elolm o padly Juato dsa apsll 553§ 13] ¢ o

£ WebMoney Keeper, WMID; 222363767366 [- [Of]

Meru  Tools  Help

[\ WMID: 222363767366, BL: ..., TL: ... @
[4 § ¥ou don't have any WebMoney-purse! Click here ko create it!

| 2 Contacts || b Purses || -k Incaming (& My webMoney

{@ Home | 53 Wiki 5 Education () Help

WebMoney Keeper Classic

Version 3.8.0.0

WebMoney Keeper

i W Keeper is not connected ko server, Check your Internet connection,

IUntil the cannection is established wou can only browse histary of wour previous
transackions,

Copyright @ 1998-2008 CJISC "Computing Forces",

" Cannecting | 222363?6?366 [Eﬁ [0] ' Checking security settings... .
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The possible reason is that WM Keeper cannot find the server through your internet
connection.
This means that the port WebMoney Keeper uses (2802) is not available. It may be
disabled either within your local network or by your ISP.
The necessary proxy and firewall setup instructions can be found in the correspond-
ing section of the website.
If you use an office network, contact your system administrator.
Please ensure you can access the verification server on port 2802:
You can do this by going to the Windows Start menu>Run, where you type cmmd and
press OK, (for Windows 98/Windows Me go to the Start menu>Programs>MS-DOS
prompt) and then in the screen that appears input the following:
telnet (IP-address of the verification server) 2802 and press «<ENTER».
CoYL llasl INs (o bl slzal e 3B 18 1S Gse casll OF 58 o] 055 8
ol Aol iS5, s Mhame 055 488 (YA-V)sm chid plis & 1S dss sl § ity I Oysdl OF Lisy 1
) ol <y
& Jos el dolsdl Glslusyly Gsllall suSodl e =l S
skl § 3925l corresponding section.
S pllas o Jstudl JLas¥l eldsd « daSe duh pasitad CaS 135
AT Cig e 3aml 3 ] ds ) LolSa] o WSTI 2
o Gilaz & Tyl 466 J] Cladll 3y b os s UiSes
Start menu>Programs>MS-DOS: Mes A jsung) dewdb OK sl ¢ CMD ¢ i8S Eue Run
rel) e G daladl & b b ool o3

telnet (IP-address of the verification server) 2802 and press <ENTER».

ft Windows 2008 [UVe
ight 1285-2000 Micro:

pcuments and Settingss>telnet 212.118.48.5 2802

If the connection is available, an empty screen will appear.
e dals yplhate ¢ llie YL JLasyl OIS 13] Lo Dl

= |Select C:\ WINNT  system32' cmd.exe

If the connection is not available, then the screen will display a failure message.
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' | Geleck C:)WINNT system32\ cmd.exe

Microsoft Windows 2000 [Version 5.0@.21951
(C>» Copyright 19852000 Microszoft Corp.

C:\Documents and Settingss>telnet 212.118.48.5 2802 _
Connecting To 212.118.48.75...Could not open a connection to host on port 2802 :
Connect failed

C:wDocuments and Settings>>_

IP-addresses of the verification servers:
o Bl pos U1 O] 3 GV paolie
212.118.48.75
212.118.48.76
212.118.48.6
212.118.48.7
212.158.173.75
212.158.173.76
212.158.173.6
212.158.173.7
212.158.173.20
For example: telnet 212.118.48.75 2802

telnet 2802 212.118.48.75: 0kl dowws s
Try different addresses. If you cannot establish a connection, then the port is closed
Contact your ISP or system administrator and request that port fA- 1 be opened
Alternatively set up a proxy client
Or use WM Keeper LIGHT.
- @B 5 3 Cygdl (550 Lt « Sl 1853 e 53 s U1 Y S 13] LChltse Olgie oy 63
YASY Cosdl 1 putb bl allatll Jtus o cly olJIISP Il JLasyls o3
proxy client - S50 03 eld e Yo 5l
WM Keeper LIGHT - plusiuly 3 s
If the test returns a positive result (an empty black screen will appear), but the
Keeper will not connect, then try the following: find the file named «hosts»
(without extension). For WindowsNT/2000 it is located in System32/drivers/etc For
Windows9x it is located in the Windows root directory. In Windowsax instead of
hosts there may only be hosts.sam. In this situation create a file named hosts and
copy the contents of hosts.sam into it.
- Y1 o 13] il ¢ Juats Y S (5S¢ (E8nl3 elogu dils U g5 T ) C¥slonk] 0da et 13]
(e alo e Casol
(JUS aJ] Jgos)l iSe ¥ v ol 3 Ol 39is adictucky . Sltal O9:«hosts»
Windows root directory & ,b o dd] Jgos)l cliSamd « (uS] A jouis) dewdlls Ll System¥Y/drivers/etc
o3 hosts . b ale sLis] S lgumg hosts.sam delS hostsge Yoo dod 48 (WS] 3 jedg §s
Olbgiowe geud
4.8.hosts.sam
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Add the following at the end of the file:
Gl Gily § AW Ol Blak 3

212.118.48.75 wmsc2.webmoney.ru
212.118.48.76 wmsc3.webmoney.ru
212.118.48.7 wmsc.webmoney.ru

212.158.173.75 wmscl.webmoney.ru
212.158.173.76 wmsc3.webmoney.ru
212.158.173.7 wmscl.webmoney.ru

212.158.173.20 wmscl.webmoney.ru
If there is no «hosts» file, then create one and copy the adobe line into it.

Olals ¢l Jlia oSy b 13]
b g9Vl s gty 035 doly slish elle Lo chostsy
If it does not solve the connection problem:
Try to reinstall the program
Check your firewall and proxy settings (if any) to make sure the port is not
blocked
Contact your ISP (or system administrator) about restrictions on port 7a- 1 (both
incoming and outgoing restrictions, burst length, etc).
GV S usy oYL Jlas¥l Ao Jos b 13)
2ol oSy Bole] dslowa
Wlo ) Cgdl OF o SST @uSyl Cldlasly ey ol Uy ] pasd
< donyledly Al 358l (e MS ) VALY Oiygy e dog,all Seull oo sluiad pliad] e stadl pabl of g ool YL JLasl o3
I 2l Jgh)
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(G| twitter.com/3rbmall
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Q : After starting WM Keeper and entering your WM-ID and password, the
following message appears «WebMoney Keeper Sign-in Error». 2

%2 WebMoney Keeper ;IQIEI
Menu  Options  Help

@ Srith Jack Mike (Jack)

~ Alias passport, BL: ...

@ Users | @ Purses | @ Incoming & Info

@ | » WebMoney Transfer Server Message 5'

& Command was not executed: Entrance into WebMoney system
[+] Details

Seriouz ermor while receiving command!

Close

Copyright @ 1998-2006 CISC "Cornputing Forces". all rights reserved.

WMID: 727623406518 |q§h Offline - click here to reconnect... ||9 Checking security st g

1. This error is commonly caused by the wrong WM-ID or password or, for example, a
different keyboard layout or case sensitivity when typing the password.

Make sure you use the right WM-ID and password (case sensitive) and try again.

If you are unsure what WM-ID and password to use, write an e-mail to support@
wmtransfer.com, with your WM-ID and password and request verification.

2. Another possible explanation is that you have changed the WM Keeper password
and are using an old password, or are trying to use the current key file but entering the
old password.

If you cannot remember the password that accompanies your key file, send a
verification e-mail to the technical support with your WM-ID, key file and password.
3. Possibly, you have more than one WMID and specify a key file that belongs to
another purse when you enter WM Keeper.

If you cant determine yourself which key file and password belong to a WMID, you
may send it all to support@wmtransfer.com and ask to check it.
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§ Yl

2> WebMoney Keeper ;lglil
Menu  Options  Help

@ Smith Jack Mike {Jack)

~ Alias passport, BL: ...

ﬁ Usersl @ Purses | @ Incoming @ Infa

@ | £ WebMoney Transfer Server Message x|

Command was not executed: Entrance into WebMoney system
[+] Detailz

Sefiouz error while receiving command!

Close

Copyright @ 1995-2006 CISC "Computing Forces". all rights reserved.

WMID: 727623406518 | Offline - click here to reconnect. .. |5y Checking securiy sz
22T 2358 OIS pelis dog) plusial (s 5U 0555 98 JEL e e oF s padl 03,01 & 5T puseiad) gl & Tas s L5l Lo 0555 08
9,k AalS of Glusdl 63y (e ST p& CuS 13] 5,51 80 Uslorg B Lo SSTIL 03 y9,L) dalS LS wis dwlusd] Dl 3
Logro Bhodl Cllat clldg 55,bl dalSy pustiud! el lauds « support@wmtransfer.com J] Lo Ay LSS 03 dll-ob Cwd
po L) Jlndl (ALl plide plaseial Jglos ol « dgud 5950 kS puseiudy H3 k) dalS sty Cuad il s Dyl 0dg) 55T Jbiml Yl
46U Hg,e dalS Jlsob
! Lgds technical support | 4 5 dluy Jlyb 03 « &by oldl Calll plide me 33195 Al 59,k dalS (S35 e 1508 oS3 & 13
cobie Ghol) )5 bl dalSs Calll lidey pusciud!
el a8l J) atty Chlo plide dpaots psiis dss casll e Ll 63) 5o ST bl 055 Lo T s Akl odg) 5T oz dds
S Gm Casll sy e 5,51
support@wmtransfer. (] 4lS U3 Jloy| liSasd dgeasiiund Il Glusdl dold] j9 bl dalSy Calll plide dsiod (e cludls (S b 18]
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Q : After starting WMKeeper the following message appears:»Files have
been corrupted or modified» 2

This error message may appear on some versions of Windows; we recommend
installing WM Transfer Root Certificate from our website.

If the problem persists, contact the technical support via E-mail support@wmtransfer.
com and include the following:;

1) Description of the problem

2)Your WM-ID

3) Your operating system version and service packs installed
4) The version of WM Keeper CLASSIC on your computer.

§ AW Al ) 45 S Gom ol gy podl LolS 1 o

«Files have been corrupted or modified».
Lo ol @85t o WM Transfer Root Certificate oy g088 359 G9disll oo Ollasdl jasy § ALl oda ,4k5 13
¢ AW Oleglell 850 039 support@wmtransfer.com JosSIY dudl ne il eeall dasl Akl Opatal 13)]
ASlad) hog -
doe el § 4 ol g pascud! el -Y
Akl Oleasdl pyg o) dusiad) pllss Hloo] -Y
. dilas Je cuill WM Keeper CLASSIC lao) -¢

@

Q :When attempting to enter WMKeeper CLASSIC: «Serious error. Command
cannot be processed» 2

There are a few possible reasons that can cause this error.

The first solution to attempt:

e Make sure you have the key file (for versions 2.4.0.1- .2.4.0.3 the file is called
«backup copy»), and remember the access code (in versions 2.4.0.1- .2.4.0.3 it is
called «password for the backup copy»)

Start WM Keeper in «initialization mode». This option allows you to logon and
bypass the earlier paths to the files. The option is available in version 3.0.0.0 and
higher. Go to the Start menu > Programs > WebMoney > Run «WebMoney Keeper
Classic 3.0.0.0 in initialization mode»

If the error persists:

Make sure you enter the correct password. You can do this with the help of the support
service. For more information about password verification, read here.

Attention!
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Due to a number of technical reasons the system responds to the wrong password

in a number of different ways. Although it is not possible to login with the wrong
password, the error messages can be different. «Serious error» is just one of them.
When you receive your correct password, run the program in initialization mode as
described above.

If the above was not helpful:

You may be using an expired key file. WM Keeper has a «change keys» function. If you
try to use the old file, you will get the error message. Contact the support service and
they will help you find the right file.

Serious error. Command» :dJlw ) 0d 4l S S dgo gl J] sosbl dglowe wis @

§ «cannot be processed

s Lozl Tasdl i 055 98 ) dleod) QL)) pasy Il

oVl sl

&) Jsosll 30y Ol S5y cdiblisl sy bl Gaugy V,E, 0¥ Vg, Ollusy Calll plibe dhdd 055 Of oo oST o
(> ddblasY) dsuid) g bl dalS» awn V6,00 - V.6, Slhlusy

9« Sl J) dladl Shludl 5lzss Jsall dummacty ) gy sl g > digdll mo9» § nS dso sl dusdcy o3 o
1Olshsdl 0l gls] ells iy pldll oo oS3 $3. 00 Loy ¥iye Slwadl § plie Ll

Ainitialization mode § ¥,+,+,+ sluo] dedlS 1S (9o o)l il o3 oo gl > el > Tl 466 ) doglls 3 .
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. «Serious error» lyie dalises lasd) Sl 0553 O 35 cdonmmo pe o dalSs
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Q : When attempting to activate Weper a message displays that the

activation code has expired. Where do | get a new one ?
The activation code protects you from unauthorized access to the funds on your WM
ID purses should your secret keys file (*.kwm), purses file (*.pwm) or password be
stolen by someone who cannot access your e-mail address a new activation code is
sent to.
This is how it works: WM Keeper bundles itself with the computer it was installed on.
To re-activate it, you will be sent a new code to the e-mail address you registered with
WM. When you enter the code, you will authorize WM Keeper to use your WMID on
this computer. If you are using a different computer and WM Keeper will not start with
your ID, a new code will be sent to your e-mail address. Enter it to active WM Keeper
on this computer.
You can only enter the same code once. The very concept is for the code to be a
unique combination every time you use it. (i.e. if a new code is requested, then a new
activation code will be generated and sent to your registered e-mail address). Check
your e-mail.
Automated messages may be intercepted by mailing system spam filters. If you don't
receive your new code, write us at support@wmtransfer.com and we will e-mail a new
code personally to you.
Make sure you e-mail from the address you registered with WM and include your WM-
ID.

Jyasd! uiSq ol Jumid] 3oy Lo slgnls Dy b5 1S 9o gl dumd Dgloro wis 1 o
T adz uoly e

Yo pass Goyb oo bbby Brw o535 .dos ogll § Wigal J] 4 g pabl 1& o)l SYslns plol wo bilo iy Jumiid] o) 0]
iz JemdS ey Jly] e Aol ode 35« s ol GoiSIYI wo ! Olsis ] Jozall 45t

By  dleds 3olsYy dde a3 o3 GV SouaSdl 2o dbliyl 3dsn pody Cuo 1nS doe Cosll by dosy U diy bl (0 0dag
Blia) sy S Gl )l ook pods Lois - don sl @ 4y dizeacdly Caad g1 G958Y) Jug i Olsis ] iz 50y ) oy
sy Josll Ta ¥ 1S don caglly 15T j3aS Slam pusitnd CuS 13] Lol y3suaSdl 1ia e clinga plaseinly oS dos (sl
Slazdl e e S dae cogll damdd o i eyl e Jso) ddes . G50V Iy ] Wiz 5T 5oy ) o0 Bgw
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B3IV I pamass O elde 10395V P Olsie ] luyls Wiz dosmids 5oy sLis] o Wi 50y il

support@ s Uy Lyl wizdl dyay GALS Y S 13] dzee b1 o) Syl B8 pllas oy A3 Sy Lol w3
Ly dly Goob o ] Leaxd waz 50y Lk psls Bswy wmtransfer.com
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Q: What do | do if | cannot access my e-mail account to receive the new
activation code 2
If you change your computer configuration, your Keeper Classic will ask for a new
activation code. The server will generate a new code that will be sent to the email
address you registered with WM.
This is an extra protection from unsolicited access to your purses. If you have lost your
email login or password information and cannot access your email to receive the new
code, please follow the steps below:
Start by trying to restore your access to the email account, if possible. Contact your
email provider and do your best to retrieve your email password.
If you fail to restore your access to the email, please start WMID restoration process,
which is the same as when you lose your key file: the loss of a WM registered email is
equivalent to the loss of your file with WM Keeper keys

§ dydzd) Jumddll 395 AT § 6o W lus ] Jos ) ghaul b o] U8 I3k ¢

L ol oy Bgms ¢ iz Jumi 355 illay eleadlS S 90 sl poem ol ol ismaSl Sl diug5 pity und 13]
dse 9 @ 4 o U1 oAUVl Olsis J) dly] e Wl Wyazdl 3551

alS of 35 3SIY1 Iy 52 Jgs Gl Guas 05 S 13] lsal Gl ] 4 o2, xd 19,M 50 L8L0] Blos Dlig i asys
{6 Olshad] £L3] (2 eded] 35S0 JLiad 4] Josall iSg Vs 9bl

gloiied gz 6olad Uil G9SIYI Iy dasie dail Lisas &b S 1]« 90N sl Gl ] s Bl dloce Ty
ey el 39 5SIY wusdl ] ossbl delS

Llasl s ;29 ise sl by pody I Balsnadl dilas sy sle )l ¢ GosSIYN apdl U] Jso ol s 508 Soleial § s 13]5
Calll plide OIS Llig s oo sl @ ) Cilzew S B9V w5l OIS » Ll plids 4245 Ladis (dge ool gy pois I

S dge el e

Q: How do | change the e-mail address to receive a new activation code 2
If your WM Keeper is not requesting a new activation code, you can do the following:
If you have a formal passport or higher, go to this webpage https://passport.
wmtransfer.com/ and click «Change personal information».

If WM software requests activation when you cannot access your WM-ID registered
e-mail, then the situation is more complicated.

First, try to recover access to your e-mail account, if possible. Even if the automated
code delivery didn't work for you, we can e-mail you your new code personally upon
request.

If you cannot restore your access to e-mail, then send us a message from any other
e-mail address to support@wmtransfer.com.

y

i1
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In your e-mail include the following information:

1) Why you are writing, e.g.: «l lost my WM registered e-mail account login/password.
Here are the details of my WM registration: ...» (Mandatory).

2) Your WMID (Mandatory).

3) Last time you signed in to WM (The best you remember).

4) IP-addresses and ISP you used.

5) Your passport information (if you used them on the verification center website).

6) Your old activation codes.

You will receive a new activation code and a reminder to change your e-mail address
in the software settings, provided you submit sufficient information. However, be
prepared for additional questions about your WebMoney registration. For example,
you may be asked to send a scanned copy of your passport.

§ Wi Jsddl oy Ae Jgasl égﬁﬂyl ol glg&;«“@‘%uﬁsw
Y S ¢ iz i 365 il Y eblus G 13]
sl o3 /https://passport.wmtransfer.com ddall oda | Jas) ¢ U3 o Gyl o Lo gl oy s Sl ol G5 18]

.«Change personal information».

0585 gk « dos agll @ 4 Sl g G95SIYI du ] Jos ) mabinas ¥ Sy« Jumidll Cllany oo cagll plis 1S 13]
Jodss ST Al

W1 5a))l ol OIS of g - S el oSl 13« ey polid) Go5SUY wa ) Gl ] Josll dlSa] Balsials pods OF sl « Yol
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% Q: | received a new activation code but the WM Keeper is not asking for
Keeper Classic is bundled with your PC configuration and will not ask for a new code
unless you modify your configuration. However, if you haven’t made any changes to
the hardware or software and yet received.a new activation code by e-mail, someone
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might have stolen your WMID and the file with your keys and is trying to access your
purses.

e First of all, check the IP log and browse the history of your WMID connections. See
if all events are authorized. Contact your ISP for all possible variations of your IP-
addresses.

Try to remember if you downloaded and installed any software or received any
executable files by e-mail. You are the only one who can figure this out since you
are responsible for the safety of your keys and of your PC in general.

Change WM Keeper file with keys (see paragraph g «Security») and check your
hard-drives for viruses.

In case you sustained damage, register your claim with WM Arbitration.

If you are absolutely sure that all WM Keeper events and IP-addresses are authorized,
generating a new activation code might have been triggered by you.
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Q : When is an activation code requested 2

An activation code is requested in the following cases:

1) change in the physical configuration of your PC (added or removed devices)

2) reinstallation of/ migration to another operating system

3) change (reinstallation) of WM Keeper software

There may be unexpected cases, when, for example, a PC may boot up with a
memory reading fault and the system reads a different size RAM and takes it for a
configuration change. Or wrong serial number reading from the motherboard, etc....
Your purses are activation-code protected to ensure no one can have an unauthorized
access to them from another computer. This is why the software records the
configuration of your system and monitors any changes to it. If your configuration
changes, a new code is generated and e-mailed to you.
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Also, if you make any changes to your configuration and then return to the previous
setup, you will not need a new activation code. If you launched WM Keeper under the
modified configuration, then you will receive a new code that WM Keeper will not
request once you are back to the previous condition.

On the other hand, if you receive a new activation code by e-mail, but WM Keeper
never requested it, it may signal a threat.

WM Keeper activation does monitor changing IP-addresses and only makes sure the
hardware and operating system are intact. If you want to make your purses accessible
from a limited number of IP-addresses, use the «IP blocking» function.
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Q: | lost the code to access the file with my keys 2
When you save your keys file, you make up your own special password called «Access
code». This is what the dialogue box to create your password looks like:

Saving the keys into a file x|

This file is required each time you want to use WebMoney Keeper on a different
computer and each time you change the 03 configuration or hardware devices,

Make sure ko save your keye' file in a safe place and write down its access code,

Keys fils name: P:\?2?62340651a.kwm |

WebMoney

Code to access the keys: | enu

-
G
-

Carfirrn: |

X
e

Copy purses file
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(Inversions 2.4.0.1 through 2.4.0.3 it is called «a backup copy password»)
This password has nothing to do with WM Keeper sign-in and, (attention!) unlike the
WMID login password, is created locally and not registered in the WM server logs.
This means we cannot help you restore it because we simply do not know it. Roughly
speaking, you might as well archive your file with keys and password-protect it. If you
forget the password for the archive and have no other copy, then it is the same as you
don’t have the file in the archive
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Saving the keys into a file il
This file is required each time wou want ko use \webMoney Keeper on a different
E computer and each time wou change the O35 configuration or hardware devices.
E Make sure to save wour keys' file in a safe place and write down its access code,
E Kevys file name: }‘5\:\,?2?623406518.kwm |
g Code to access the keys: | Eru
- "";“
'y
Q" Confirmm: |

Copy purses file

(o] I Cancel |
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Q : What do | do if | lost the file with WM Keeper secret keys 2

The file with your keys is a major facility of WebMoney Transfer security.

If you have an incorrect keys file or lost the file access code, you will be prompted to
complete the recovery procedure.

For older (up to f,s,-,1)software version files with keys no «access code» is required.
Follow the link at the bottom of the page to learn about using an older file with the
new versions.

The recovery procedure depends on your specific situation; therefore you will know
all you need to do only after you start the procedure. The complexity of the procedure
will depend primarily on the correctness of the details provided by you, type of your
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passport and the balance on the purses of the WM-ID to be recovered.

To restore access to your WMID you need to register new WMID or use another
existing WMID, belonging to you. You need to provide this WMID for contacts when
applying for restoration.

All information and updates on restoring access will be sent to this WMID. Its
verification status should be not lower than formal.

WMID Access restoration procedure starts from applying for the access restoration.
Application should be sent by the WMID holder personally only. Applications, sent not
by the WNID holders are not processed.

When applying for the restoration, you will be requested to verify your identity, right
to own the WMID, causes of access loss, last transactions, current balance and other
data.
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Q: What is a secret keys file 2

The latest Keeper Classic software does not require it when running in standard mode.
You only enter your WMID and password. However, if you:

reinstalled Windows or login to Windows as a different user.

change the hardware or software configuration of your PC.

accessing your purses from another PC.

WM Keeper, besides prompting for your WMID and password, will ask you to show
where the secret keys file is located and to enter the code to access it.

Your secret keys saved to a file (along with the access code) are like your passport. You
don’t have to show it every time you do something but you better have it handy if you
have to prove your identity.

On the other hand, you should take precautions to make sure no one can steal your
keys and access code. Store it on secure media (like CD or flash memory card). You
could even make a few copies on several removable storage devices.

Make sure you don't forget or lose the access code or your file with secret keys will

be useless. The access code is created on your computer and is not registered on our
servers. This means, if you lose it, we won't be able to help you restore it. We simply
will not know it .
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Q : Keys and the access code: differences from the old files with secret keys 2
Versions before 2.4.0.1 that came out in May 2005 utilized the following protection
with secret keys.

You save your secret keys to a file on a floppy disk (USB flash memory drive, CD, etc)
and store it anywhere but your PC hard-drive. You can put the storage medium on the
shelf, but every time you start WM Keeper, you take the floppy disk (flash-drive, CD...)
from the shelf and insert it for authorization. When the Keeper is connected to WM
server, you remove the storage medium.
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Q : The latest versions work differently 2
You still keep your secret keys saved to a file on a floppy (flash-drive, CD, etc...) and it
sits on the shelf. You don’t need to use the removable media to launch WM Keeper. All
you have to do now to access your purses is to enter the WMID and the password.
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Q: So why do | still need the file with my keys protected by an access code 2
The thing is that running WM Keeper will be as easy as is described above only as long
as you use it on your computer under the current user account.

However, if you:

e Buyanew computer or want to access your purses from another computer

e reinstall Windows

e orchange (upgrade) your PC hardware (add or remove a device),

you will need this file and the access code again.

Incidentally, the above circumstances may happen when you least expect them.

Another anellogly mey help: your secret keys saved to a file (along with the access
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code) are like your passport. You don't have to show it every time you do something
but you better have it handy if you have to prove your identity.
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Q : | want to reinstall Windows (change PC). How can | back up data to
access My purses 2

If you are using WM Keeper v. 2.4.0.1 or higher:

1) Make sure you have the file with your secret keys (in versions 2.4.0.1-2.4.0.3

the file is called a «backup copy») and that you know the access code for the file (in
versions 2.4.0.1-2.4.0. it is called «backup copy password»).

If you don>t have the secret keys file or not sure you know the access code, then make
a new file while you still have a functional WM Keeper.

To make a new file in WM Keeper go to Menu -> Settings -> Options -> Security ->
Save keys to a file. Be careful when entering the access code for the file since it will be
saved on your computer and won't be registered by our server. That is, if you forget
your code, we won't be able to help you restore it. Roughly speaking, forgetting

your access code is like zipping your keys to a password-protected archive and then
forgetting the password. You are the only one who knew the password and if you
forget it, the file is useless.

2) It is desirable to make a backup copy of the purses file (file with the pwm
extension). Losing the file is not that critical. You can locate the file in WM Keeper
(Menu -> Settings -> Options -> Security). Click on «Save purses to a file».

3) Remember your WM ID and password. Make sure you can access the e-mail account
you specified in your WMID registration. You can look up the e-mail address in Menu ->
Settings -> Personal information... -> More....

4) After you reinstall Windows (or change PC) you will need to:

download and install Keeper software.
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start it and enter your ID and password.

when prompted, choose that you want to use the existing file.

browse to the location of the file with your secret keys (*.kwm-extension file) and
enter the access code.

Browse to the location of the file with your purses (*.pwm-extension file).

wait till WM Keeper prompts entering a new activation code, check your e-mail and
enter the new code.This is it.

Don't delete the file with your keys but save it
to a safe place. Don't forget the access code.
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Q : How do | enable IP blocking 2

You can setup IP-blocking on this website: https://security.wmtransfer.com (IP
blocking).

After IP blocking has been enabled, WebMoney Keeper will only run on computers
with IP-addresses matching the range of addresses and subnets you provided.

When WM Keeper attempts to connect to the server on an unauthorized IP-address,
IP-unblocking instructions will be sent to the e-mail address you included on the setup
page.

For this purpose we recommend using an e-mail address different from your WM-ID
registration address.
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Q : What do | do if | cannot sign in to URL that require authorization with
my WM Keeper ?

Make sure your Keeper is running and displays “online” status.

The URL you are trying to access may be temporarily offline. Try other links, for
example: https://banking.wmtransfer.com/

If you are using a browser other than Microsoft Internet Explorer, close it and try again
with Internet Explorer. Other browsers may not support ActiveX.

Other browsers are also supported, however, we recommend using Microsoft
Internet Explorer. If you have a problem, try resolving it with Internet Explorer before
configuring other browsers.

Check your Internet Explorer settings. Enable scripts (scenarios) and ActiveX for these
URL.

Guidelines to configure Microsoft Internet Explorer.

If the above does not help, you can manually download and install ActiveX required
for WM-authorization. Save this file http://download.webmoney.ru/wmacceptor.dll

to a folder on your PC (for example: Windows/Systemrf), start MS DOS prompt and
enter the path for the file and execute the following command: regsvrrr WMAcceptor.
dil.
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If the problem persists, contact the support team with a detailed description of your
problem and your attempts to troubleshoot it. In your email please provide the details
of your hardware and software configuration.
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Q : Upgrading to WM Keeper v. 24.0.1 and higher 2

WM Keeper version beginning from 2.4.0.1 support secret keys files. The following
guidelines will help you upgrade to newer versions:

Suppose you registered with version 2.4.0.0 or older, you have aWMID, password and
an intact secret keys file (.kwm), and access to your WMID registration e-mail.

1) Back up your file with secret keys. Save the backup file in another directory.

2) Download the latest version of WM Keeper.( http://download.webmoney.rufwmk_
en.exe)

3) Start the installer, follow through the installation and launch WM Keeper.

4) A dialogue window will appear. Enter your WMID and password.

5) A dialogue box will say «It appears to be the first time you are ...». Click «<Next»

6) In the following screen’s first field enter the path to the file with your keys. Enter
your WMID sign-in password in the second «access code» filed even though it says the
access code and WMID password are not the same. This solves the compatibility issue
between the old and new versions of secret keys files.
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7) WM Keeper will prompt for your purses file (.pwm). If you still have it, enter the path
to it. If you lost the file, give a name to the new file. Follow this link for more details.

8) Then, just like in the previous versions, you will be prompted for a new activation
code that will be sent to your e-mail address.
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Q : What do | do if | forget my password 2
If you forgot your WM Keeper sign-in password, do the following to recover it:
E-mail the support service from the e-mail account you specified in your WMID and
include the following information:

1) Problem description «l forgot my password and need your help to recover it...»
(mandatory).

2) Your WMID (mandatory).

3) Possible combinations of your password (the best you can remember - mandatory).
4)Your registration details (if possible).

Try to remember the words, numbers, etc. you used to make up the password. Keep
in mind, we cannot just e-mail you the password. We can help you by giving a hint or
correcting your best guess options you send us.

E-mail the support at support@wmtransfer.com.
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Q: What is a purse (*.pwm) file 2

Purses files contain transaction history of your purses, as well as the WM internal mail
history. You don’t necessarily have to have the file to use WM Keeper CLASSIC. You
can always make a new one when you start WM Keeper.

When you launch Keeper and if it cannot find the file, the following dialogue box will
appear

wiehboney Keeper cannat find pour purse file [*.pwm |, where the tranzaction and
mezzage higtory iz gaved.

It st bave been deleted ar remaoved.

O Specify the path of the purses file marnually:

Iame of the purse file:
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You can either browse for the new location of the file, if you moved it, or, if you
dom>t have it, Keeper can create a new one. In this case the transaction history
will be restored (at least all records for the last ¥ days, but usually more than that).
Correspondence history will be lost since it is stored on your computer only.
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‘wiebkdoney Keeper cannot find your purse file [*.pwm ], where the trangaction and
message history is saved.
It st have been deleted or remaoved.
O Specify the path of the purses file manually:
Wame af the purse file: |
ak. I Cancel |
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Q: | forgot my Identifier (WMID). How can | retrieve it 2
Your Identifier is not a secret information. The easiest way is ask a user on your WM
Keeper user-list. If you remember the number of at least one of your purses, you can
retrieve your WMID on this webpage: https://passport.wmtransfer.com.
You can also find it in your Windows system registry. Go to the Start menu, click Run
and type «regedit». The registry editor will appear. Expand “"HKEY_CURRENT_USER"
>"SOFTWARE” >"WEBMONEY"”>"OPTIONS” (Under “Options” you will find all the
WMIDs used on the PC).
If the above doesn’t help, e-mail the support service. Please write from the address
you provided when you registered your WMID. Try to include as many details as
possible about your registration and, of course, explain your problem so we don’t
wonder why we are getting all these personal details.

For technical support e-mail: support@wmtransfer.com
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Questions about WM Keeper Light

Q : Transferring a personal certificate to another computer. Accessing WM

after your operating system has been re-installed 2
During the registration the system suggests you export your passport to a file. If you
have saved it to a file (*.pfx or *.p) 1 extension), then install it onto the new computer.
If you do not have the file, then you can create it as described below.
If you can access your purses, then the appropriate personal certificate is installed in
your browser. The certificate can be exported and saved to a file. After you re-install
your system (or change your computer) you will have to install the certificate from the
file. You can also see the two processes illustrated here:
export procedure and
import procedure
However, you may encounter the following problems:
1) Your certificate has been installed in your browser without the possibility of further
export to a file. This option is displayed during the certificate import. In this case you
cannot export your certificate. We recommend you get a new WM-ID and transfer
your funds to its purses.
2) Be careful when you are prompted to make up and enter your password during the
export. If you forget it, we will not be able to help you retrieve your certificate from
the browser. This password is similar to an archive password and has nothing to do
with the system; therefore, we will not know it
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Q: Can not create a purse in WM Keeper LIGHT ?
Make sure you have attributed a name to the purse.
Firstly, check if your browser blocks pop-up windows or page opening in a new
window.
If the process stops when assigning a name to the purse, it means Java-scripts are
incorrectly setup or disabled.
Read the guidelines to setup Internet Explorer.
Your purse may not appear after you have accepted the message to activate your
purse. Since WM Keeper LIGHT is executed in the browser window, you have to click
«Refresh» to update its content
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Q : Cannot open the light.wmtransfer.com site 2

On light.wmtransfer.com, if there is a message instead of your purses that reads «A
client>s certificate is required to access LIGHT.WMTRANSFER.COM», then please
refer to the instructions below. This message means you do not have a personal
certificate. Follow the instructions on the page.

First make sure that HTTPS is enabled. Follow the link

https://www.microsoft.com

If the page is not displayed, then the problem is either with your browser settings or
port v is closed (this port is necessary for an HTTPS connection).

If changing the setting does not help, contact your ISP (system administrator). Ask if
port ¢¢ris closed and request it be opened.

If https://www.microsoft.com opens and https://light.wmtransfer.com does not,
please carry out the following:

1) Check your Internet Explorer settings to make sure they match the above
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recommendations.
2) Reinstall Webmoney Transfer root certificate.
If the problem persists, contact technical support by e-mail.
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Q : Personal (client’s) certificate term of validity and renewal 2
When you register in WM Keeper LIGHT you obtain a personal certificate and the
response to it is saved on the server. The validity of the certificate is limited to ) year.
Upon termination, if you do not renew it, you will not be able to access your purses.
However, the certificate will remain installed in your browser and you will still be able
to export and import it as shown on this page.
During registration your contact e-mail address is requested. Two weeks before the
expiration of the certificate an automated e-mail message will be sent to your address
to remind you about certificate renewal with the corresponding link. In addition, a
notification of the available renewal service will appear in your purses. Open the link,
sign-in with your expiring certificate and follow the instructions on the page. You will
see the following link:
https://www.wmcert.com/Eng/Asp/RegCertLogin.asp
However, the renewal of the certificate is only available within the stated time period.
Either of the above pages will provide a warning. o
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: Verifying your Cell Phone Number with SMS 2
Sometimes it is necessary to verify your identity and match it with WMID by providing
a valid cell phone number for verification.
Such verification is needed when logging into WM Keeper Light using password to
perform transactions and transfer funds, upgrading trust limits and verifying personal
data at the Passport page.
To activate cell phone number via SMS (text message) you should be a Formal
Passport Holder.
To activate your cell phone:
Step 1. Obtain a Formal Passport here.
Add you cell phone number to «Contact Number» field. As soon as you fill in all neces-
sary fields, WM Passport is issued online and free of charge.
Step 2. Go to Passport Control Panel at the WM Passport Page. Choose “Verify
contact phone number” at the «Checking personal data online» section and follow the
instructions wizard. Alias Passport Holders can as well verify their cell phones via SMS
here.
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Q : What should | do if | have lost my certificate 2
If the certificate has been lost and you do not have a backup of *.pfx or *.p12 file,
then you need to follow the restoration procedure to access your purses.
The restoration algorithm depends on your specific situation and the specific steps
that you will find out only after you start the renewal procedure. The complexity of
this procedure will depend upon the level and accuracy of your supplied data, the type
of passport, and balance of WM-ID purses of which you want to regain control.
In a nutshell, these are your actions:
Consequently, to regain control of the purses you will have to follow through the keys
recovery procedure.
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Adding and Withdrawing WM

: Can a third party fund my WM Purse via bank transfer 2

No, this is forbidden by bank regulations and internal WM Policy.

HOWEVER, if this rule is viloated or should any conflict arise or the payment become

lost in the banking system (although undelivered wires are traced) we cannot help

when the sender of the bank remittance and the holder of the purse are different

people.

Communication between a purse holder and Webmoney is always via the internal WM

mail. For cases such as the above, the holder cannot provide us the transaction as they

did not personally wire the money, and consequently we CANNOT investigate it.

We can only guarantee your transfer will reach your purse if YOU are the sender.

When you top-up your purse by a bank remittance, you ACCEPT an AGREEMENT that

implies only you will top-up your purse, since the agreement is made solely by you.
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Q : Adding funds with a prepaid WM-card 2

Adding funds with a prepaid WM-card in WM Keeper Classic:

Start WM Keeper Classic and wait until it connects to the verification center.
Choose «Add funds...».

. A dialogue window will appear: choose the Z, R or U-purse you want to fund.

. Type arandom number (it is required to generate payment documents and is ig-
nored when WM cards are used) and click «Deposit».

You will be redirected to a webpage. In the webpage you can choose a deposit
method where you should click on «Prepaid card».

6. On the next page you can type your card’s PIN code. Please, check the number of
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your purse, and if you notice that the purse number is wrong, you should correct
it. Funds equal to the value of the WM card will be sent to your purse after you
confirm the transfer.

Adding funds with a prepaid WM-card in WM Keeper Light:

1. Inyour browser open the Prepaid card webpage.

2. You will be redirected to a webpage. There in the «Purse» field enter the number
of your purse.

Type the number and PIN code of your card and click «Deposit» and after your
card is authorized funds equal to the value of the WM card will be deposited into
your purse.

In WM Keeper Light window click «Refresh» to display the current balance of your
purses.
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General Questions

Q : Types of currency: what is WM-ID, WMR, WMZ, WME, WMU, WMB and
WMG 2 What is a purse nhumber 2
Presently in Webmoney Transfer there are four types of currency in circulation. These
are:
WMZ - currency equivalent to the US$
WMR - currency equivalent to the Russian Rouble
WME - currency equivalent to the Euro
WMU - currency equivalent to the Ukrainian Hryvna
WMB — currency equivalent to the Byelorussian Rubles
WMG - currency equivalent to Gold
When you registered with the system, you obtained a Web Money Identification (WM-
ID). It is made up of 12 digits.
After you sign in with your Identification, you will be able to view the purses that cor-
respond with it.
By default in WMKeeper Classic you receive four purses — one for each currency.
Each purse has a number. This number is also made up of 12 digits, but before the
number there is a prefix that denotes the purse currency. For example:
2238479008342, R034873236762, E9282374987384, U108374384782 are the dif-
ferent purse numbers for WMZ, WMR, WME and WMU currencies respectively.
By default in WMKeeper Light you only have a Z-purse, E-purse. R-purse. If you need
purses for other currencies, you can create them.
It is possible to create as many purses as you need both in WMKeeper Light and in
WNMKeeper Classic using your identification.
You can also remove the purses you no longer need.
It is possible to find a user ID from a purse number, but not the other way round. To
find out a user's ID, go to the users section and right-click to open the menu and click
«Find user».
To transfer funds you have to use a purse number. You cannot transfer funds to an ID
number. If you know a user ID, you can send a message via the internal mail or send an
invoice.
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Q : How can | exchange WMR into WMZ, WMZ into WMR, and into another
€lectronic currency 2
You need to exchange one type of WM unit into another?
Exchange WM into another electronic currency?
Send another electronic currency to WM?
You have two basic options.
First option. Go to the list of online exchange banks and choose one of the automated
exchange websites. Follow the instructions on the website of your choice.
This way you can exchange between WMZ-WMR-WMU-WME, E-Gold, PayPal, Money,
Yandex, etc.
Second option. If you use WMKeeper CLASSIC, you can right-click on the purse, and
choose — «Exchange» — «WM to WM». Then follow the instructions on the screen. This
way you can change between WMZ, WMR, WMU and WME.
If you use WMKeeper LIGHT, right-click on the context menu (right column of the
table) and choose «Exchange» — «WM to WM».

We are unable to recommend a particular exchanger from the list of online exchange engines.

This is because these competing services are also our clients. Please choose the exchanger that best meets
your needs. In particular, pay attention to the efficiency of the exchange rate and the availability of an
exchanged currency reserve. Look out for the last date the site was updated.

And, certainly, if you find an exchanger on our list, it means the owner has a personal certificate and provides
his services according to the rules of the system.
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Q : What is a «code- or time-protected transaction» 2 How do | use it 2
When transferring money, you can protect your transaction with a code or limit the
time, during which the funds are available. Basically it is a password that is necessary
to receive the transfer or protection period.

To carry out such a transfer, select the appropriate option in the Send WM window,
create a protection code and type it in along with the protection period (you can also
set WM Keeper to automatically generate the protection code).

x

Purse: [7403535968971 [~
Name: [FrstZ .00

Amount; 0.99

Tatal: 1,00 Inel, Commission; 0.01

Purse; | 2106245664379

Comment: [reward

Code-protected e —
Protection period: | 1 days

Protction cods: 88501 hange

Please note that protection code can be disclosed to funds receiver
orly.

Hever disclase it to anyone else. Persons or pages, requestion
protection code from you most probably are cheaters.
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When you make a code-protected transaction, the recipient will see the transferred
amount but will not be able to gain access until the protection code is entered. If the
code is not entered within the time-limit set by you (protection period), the money
will return to your purse.

You can use this option in different ways. For example, when you buy goods and make
a code-protected payment, you can wait for the goods to be delivered before you give
the seller the protection code (to complete a prearranged discussion, etc).

A number of exchangers use this option and require their clients to make code-
protected transfers. When the transfer sender arrives at the office and reveals the
correct code, it confirms their identity.

NB: Beware! We never have clients enter their protection code twice on our website or
anywhere else.
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: What is trust? How do | use it 2

When making a transaction for a certain amount, both parties can make a deposit
(usually equal amounts) to a special trust purse. The parties can revoke their trust
amounts only by mutual agreement (this is ensured by the use of special passwords).
When one of the parties is satisfied with the transaction outcome, they will enter a
password. When the passwords have been entered by both parties, the trust amounts
return to their purses.

This option acts as a guarantee that both parties are interested in a legal and honest
conclusion of their transaction.

For the mechanism to be effective, the amounts of trust deposits from both parties

WWW.3RBMALL.NET

augrallojlaill

Jgo uje qpo—

Auigrialyl Ggivl \b Auslaill dsalyoll dlliy




N\

2 LIg0 g Aliwl.

({}, WebMoney

should exceed the cost of the transaction.

For example, when goods are sold for WMZ 50 and the trust deposit is WMZ 20, a
fraudulent seller will gain WMZ 30 of pure profit if he receives the payment and never
delivers the goods. On the other hand, if a dishonest buyer receives goods and never
pays, he will also save WMZ 30. In the above example the trust mechanism will not
work.

According to this example, if the amount of a trust deposit is greater than the cost of

Similarly, the buyer who does not pay for the goods will in fact overpay by WMZ 30.

ties become ineffective for both the seller and the buyer. In the latter example, the
trust mechanism is fully comprehensive.

The service that implements the mechanism is located at trust.webmoney.ru

Read the instructions on the website carefully before using this service.

No claims will be considered for trust services created by other websites or for any
other reason.

the goods (ie WMZ 80), then the seller will lose WMZ 30 if he does not send the goods.

When the amount of a trust deposit exceeds the amount to transfer, fraudulent activi-
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Q : Basic passports used in the system 2
The following principal certificates are employed in the system.
Alias passport —This is the most basic passport issued to any new WebMoney user
upon registration after the assignment of a WM-ID. With this passport you can
make transactions within the system, add funds to your purses through WM-cards,
exchange banks and operate through the system dealers..
The Formal passport is issued to a WebMoney Transfer user upon acceptance of his/
her personal data entered at the verification center website. This data is not verified
by notaries or the center’s legal department. Possessing such a passport does not
authorize a user to offer any Registrar services.
Personal passport — In addition to the above, this allows you to perform credit
activities in the system and to organize an automated reception of Webmoney on
your website. It makes it easier for you to restore access to your WM-ID. With a
personal passport you can also issue initial passports to other users.
Initial passport (or a passport of confidence) — a simplified version of a personal
passport.
Primarily, the Initial and Personal passports, as well as their modifications, are there to
prevent your system anonymity.
Either passport in your profile is an indication to another user that there is a real
physical or legal entity behind the user ID, with passport information known by the
verification center. User’s details can only be released by request of law enforcement
agencies.
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Q: How to install a Root Certificate 2

To operate WebMoney Resources operated via HTTPS protocol, you need to
download and install the System>s Certificate. Please, follow the guide below:
e Click «Download Root Certificate».

* In «File downloads» menu choose «Open this file from its current location».

e Upon downloading the certificate you will see information about your certificate
(«Certificate» dialogue).

General | petais | Certfication Path |

.
Certificate Information

This certificate is intended to:

+Ensures the identity of & remote computer ﬂ
*Proves your identity ko a remote computer

*Ensures software came from software publisher

#Protects software from alteration after publication

*Protects e-mail messages

+ Allows data ko be signed with the current time: LI

Issued to: ‘WebMoney Transfer Root Authority
Issued by: webMoney Transfer Root Authority

¥alid from 04.04.2001 to 07.06.2010

Install Certificate. ., |

Issuer Statement |

e C(Click «Install Certificate» and follow «Certificate Import Wizard».

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate rewocation lists From your disk ta &
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or ta establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Kext,
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.Click «Next»

Certificate Import Wizard x|

Certificate Store

Certificate stares are system areas where certificates are kept,

‘windows can automatically select a certificate store, or you can specify a location For

" aotomatically select the certificate store based on the bype of certificate

" Place all certificates in the Following store

Certificate store;

Erowse,.. |

< Back I Mext = I Cancel |

ate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
*fou have specified the following settings:

Certificate Stare Selected  Automatically determined by &
Cantent Certificate

| | ]|

< Back

Cancel |

Certificate Import Wizard il

The impaort was successFul,
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General | petais | Certfication Path |

Certificate Information

This certificate is intended to:

*Ensures the identity of a remote computer il
*Proves yvour identity to a remote computer

*Ensures software came from software publisher

*Protects software from alteration after publication

+Protects e-mail messages

+alloves data ta be signed with the current time ;l

Issued to: ‘WwebMonew Transfer Root Authority

Issued by: ‘WebMoney Transfer Root Authority

¥alid from 04.04.2001 ko 07.06.2010

Inskall Cerfificate. I Issuer Statement I

-«Certificate Import Wizard» =3ls «Install Certificate» $g8 ,4|
B

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate brust
lists, and certificate revocation lisks From wour disk bo a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains infarmation
used ko protect data or ko establish secure network.
connections, A certificate store is the system area where
certificates are kept,

To continue, click Next.

< Back Cancel
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Certificate Import Wizard x|

Certificate Store

Cettificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a lacation For

% Automatically select the certificate store based on the bype of certificate!

" Place all certificates in the following store

Certificate store;

Eray: |

< Back I Mext = I Cancel |

ate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
ou have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Cantent Certificate

| | i

< Back.

Cancel |

Certificate Import Wizard x|

The import was successFul,
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Q : Message: incorrect user ID (or purse name) 2
This message may appear for a number of reasons.
1) You send a message via the internal mail, bill one of the users and enter the wrong
ID. Contact the user and check their ID. Make sure you are not typing in a purse
number instead of the ID.
2) You are trying to transfer funds using a non-existent purse. Contact the user and
check his/her purse number. Make sure you are not typing in a user ID instead of the
purse number.
3) You are using an old version of WMKeeper Classic, have a formal or higher passport
and are trying to change your personal information in the Keeper menu. Go to the
verification center website, login with your ID and change your details on the website.
4)You are transferring funds and one of your purses (either yours or that of another
user) has been blocked. Purses can be blocked only by the administrator of the
System. Purses are blocked in a number of cases, but not always as a result of
fraudulent activities, so please do not make any hasty conclusions. Check to ensure
you do not have any claims about your ID on the arbitrage service website. Contact
arbitration service for details.
¢ ( (incorrect user ID (or purse name ) (sl aul o) daina ye axdiuall dygn 1 Ay ;0
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